Integrated Stress Testing
and Scenario Analysis

lan N. Larkin, Senior Manager

January 2009

Ell ERNST & YOUNG

Quality In Everything We Do



Integrated Stress Testing & Scenario Analysis

Stress testing is increasingly an area of regulatory focus, particularly in light of the recent
turmoil in the financial sector. The recent liquidity shortage has highlighted the need for
robust and integrated stress tests that can account for a more comprehensive range of
adverse circumstances. Ernst & Young believe that integrating stress testing throughout
the organisation will lead to tangible business benefits and place management in a
leading position to meet market and regulatory expectations. We call this integrated
approach Dynamic Risk Navigation.

Areas of discussion:
Importance of scenario analysis
Inefficiencies of existing stress testing practices
A framework for integrated stress testing
The implementation of Dynamic Risk Navigation
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Strategic importance of stress testing

Stress testing is central to traditional risk modelling and provisioning methodologies.
However, huge benefit can be derived by integrating it with strategic planning processes
that previously were kept separate.
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Comprehensive stress testing

The stress testing process should address, and be based on, the full spectrum of material risks.

Stress testing framework

Individual stress

Policy Governance Methodology methods
Scenario development Stress test execution Adequacy of resources Impacts on planning
» Concepts » Decomposition » Capital » Strategic planning
» Economic indices » Computation » Liquidity » Business planning
» Sectoral decomposition » Integration » Operational » Contingency planning
» Materiality » Analysis » Insurance » Mitigating actions
» Severity » Reporting » Ratings » Effectiveness
» Cross-risk effects » Margins » Triggers
Material risks
Credit Liquidity Business
Counterparty Concentrations Reputational
Market Pensions Compliance
Operational Funding Etc.
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Stress testing challenges
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Consider impact for risk drivers Calculating losses for
business unit

Business Business Business
unit 1 unit 2 unit n Considering impact on

capital planning and

capital raising

Increase in capital Calculating losses over a Taking mitigating
requirements — model specific recession actions
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Governance

Group Chief Risk Officer

Finance Treasury Economics Risk
D, ona e e 0 0
SBU 1 CRO/ CFO SBU 2 CRO/ CFO SBU 3 CRO/ CFO
Central Stress Testing
Team
Division Economics Division Finance Division Risk
Quantitative
SBU 1 Team SBU 2 Team SBU 3 Team Risk Modelling
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Stress testing steps

Annual Plan Approve

—

Scenarios

Migrations

Sensitivities

SERENOITES :
1. Specify Process Review

2. Design

Consistency Approval

3. Execute

Objective Recommendations

Transition
. 4. Analyse
Matrices

Grid Exposures 5. Action

Shifts

Method
Additional

Aggregation
Metrics e Req'ts

Reporting Business Plans

Capital Adequacy

Process Steps

Capital Plans

Supporting Detail
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How do you choose the scenarios?

Retail Treasury

Corporate

Design a stress
scenario which
will affect your
most key areas

Start with the shape of your portfolios
Market

Scenarios

Base case:

Central estimate of outcome over planning horizon
Operational

Stress scenario:
Outcome relative to ‘base case’

Liquidity

Possible alternative scenarios
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Systematic stress tests

Market
reaction
Margin

Bank reaction
Asset path

Macro Downgrades -
. Provision
economic and defaults Income
path
effects by borrowers

Losses on
trading
portfolio

Market
effects
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Mapping shocks from scenarios to models

Calibrate
severity
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Some potential cross-risk effects

Probability of default <=> Credit spread Equities <=> Asset values
Interest rates -> Funding costs Liquidation risk
Affordability of interest payments Margin calls -> Hedge funds
PV of IR instruments and CF of future Leveraged lending
income Prime brokerage
FX Rates -> cost of funding Hedges (Options sold)
Expected revenues Securities vs OTCs
Value of assets / Liabilities -> Liquidity Commodities
Currency mismatch -> ALM Energy prices -> Manufacturers
Property values -> Commercial property Foods -> Farmers, supermarkets
lending
Trigger terms -> CDOs, ABS, SlIVs, Lites,
Conduits

Monoline insurer ratings -> Guarantees

Country / Sovereign risk -> Emerging
markets
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Integrated stress testing process
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Who designs the scenarios?

Stress Testing
Committee

Stress Testing
Think Tank

The Stress Testing Committee is
responsible for the definition and design of
the Integrated Stress Testing Framework.
In addition, it is responsible for the
establishment, planning, execution and
oversight of stress testing processes and
methodologies across the Group.

The Stress Testing Think Tank has cross- \
functional and cross-divisional

representation, and is responsible for the
intellectual content and appropriate conduct

of Integrated Stress Tests. It is responsible

for the choice and definition of enterprise-

wide stress test scenarios, and for guidance

to the Stress Testing Working Group in
Qxecuting these tests.

Stress Testing
Working Group

Kl'he Stress Testing Working Group is
responsible for the execution of Integrated
Stress Tests, which are coordinated by the
Stress Testing Committee, and designed by the
Stress Testing Think Tank. These enterprise-
wide stress tests are prepared for the Group
Risk Committee, according to the Integrated
KStress Testing Framework. /
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Cross-risk effects

Macro-Economic Map
Stress Scenario shocks

Market risks Credit risks Operational risks Liquidity risks

Cross-risk
mapping
Re-aligned Re-aligned Re-aligned Re-aligned
market risk credit risk operational risk liquidity risk
scenarios scenarios scenarios scenarios
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Stress testing calculations
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Macro-Economic
Variables
(timeseries)

DATA

Model Input
Parameters
(timeseries
or proxies)

Expert Judgement
(where no MIP data)

Distributions

Correlations
Regression Equations
Bayesian Updates

Macro-Economic
Stress Scenarios
(base & years 1-3)

Portfolio
of Assets
(MIP data)

P
MEVs to MIPs
(updated equations)

PROCESSES

C

h 4

Stress the
Portfolio
(asset by asset,
shift the MIPS)

IRB
Model
(scores
& grades)

A

Migration
Matrices
(year by year,
by count or exposure)

Stress Loss
Model
(EL, RWA, CRR, EC)

Portfolio
Dynamics
(roll-off, new business,
re-calibration)

Expected
Default Rates
(based on cyclicality
& conservatism)

A
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Portfolio
Analysis

Stress Test
Report

(chosen models
& portfolios)
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Stress testing e
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Stress testing — the issues
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Management buy-in

Stress test outputs not always fully
understood by senior management

Failure to explore and fully develop the
tests

Improved methodology and
performance

Models lack sophistication and fail to
account for ali correlations between
variables

Models often static in nature and not

sufficiently adaptable

Full spectrum of risks not always
considered

Inconsistent methods across the
organisation

Contingency planning
Contingency planning often not in place
for full range of scenarios (as
demonstrated by recent market turmoil)
Early warning signals necessary to
navigate particular threat are not

always visible

Contingency planning using stress test
inputs not widely practiced

Major
Issues

Regulatory compliance

Adequate stress testing a ‘must have’
from a regulatory perspective
Management view that stress tests are
merely prescriptive

Current failure to derive full benefits
beyond regulatory compliance
Increasing regulatory focus on stress
testing

Strategic planning
Stress test results not being
incorporated into group strategic
planning
Decision making done on individual
business unit basis
Decisions not lined up with overarching
risk appetite and business strategy

Integrated firm-wide view
Stress testing conducted in business
unit silos
Decision-making taking place at
business unit level without observing
wider impacts
Failure to effectively share information
across the organisation

Issues and deficiencies to be eliminated, and thereby more benefits to be derived
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Making it relevant for each business line

Developing graduated scenarios involves discovering the material risk, imagining a plausible stress,
considering causality and scope of cross-risk effects, and then ratcheting up the severity with
contagion effects. This meets the new regulatory requirement for Reverse Stress Testing.

\
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Risk Maps

The purpose of a risk map is to illustrate plausible causal chains of events that take us from the
circumstances Now, through progressively more severe scenarios, to an Extreme Scenario at the limit of

survivability.

Credit
tightens

House

Now prices
Housing Mild scenario
demand
falls
\ Consumption < Business
falls contracts
C=D
rise rises fail
Rates Y
rise
Forced
sales
N House prices
) fall further
Inf_Iatlon Stagflation
rises
Severe scenario
Rates rise
further
Extreme scenario
. =l E Y
Page 19 31 July 2008 Integrated Stress Testing £l RNST & YOUNG
Quality In Everything We Do



Bayesian Nets: from qualitative to quantitative
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Benefits of integrated stress testing

By addressing the weaknesses in current stress testing methods, deficiencies can be
eliminated and additional business benefits derived.

Integrated
firm-wide view

Contingency
planning

Joined-up
strategic
planning

Improved
methodology
and
performance

Regulatory
compliance
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Integrated stress testing provides a framework for coordinating testing activity across diverse
parts of the enterprise

Offers an understanding of material impacts arising from a wide variety of stresses, to support
informed decision-making at various confidence levels, and proper consideration of alternative
options throughout the business

Identifying and preparing for mitigating actions helps the business to be resilient in the face of
changing circumstances, and hence unanticipated events become much rarer

Early warning signals allow management to act in a timely and efficient manner when stress
events do occur, and may provide competitive advantage

With a proper understanding of the potential outcomes of stress events, informed decisions can
be made at a firm-wide level as opposed to individual business unit level. This ensures that
decisions are in line with overarching risk appetite and business strategy, and that embarrassing
surprises are avoided

Avoid unnecessary or wasted effort by implementing a business-orientated framework from the
outset

Avoid inconsistent methods and irreconcilable test results
Supports Dynamic Risk Navigation and resilient business management

Improvements to methodology and the overall stress testing framework will assure compliance
with prudential objectives

Ell ERNST & YOUNG
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Dynamic risk navigation

Navigating risks dynamically used to involve:
A chart of the prevailing currents and dangerous seas
An up-to-date course around any known dangers

Sextant and compass to tell us where we are, and where we are
heading

A barometer to warn us of bad weather

A light house and bell buoys to warn us of dangers ahead, and when
to change course
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Our approach to Dynamic Risk Navigation

The Dynamic Risk Navigation components:

A Stress Testing Framework

An Organisational Model

Scenario Generation & Analysis
Stress Testing Models

Management Information & Reporting
Early Warning Indicators

Risk Management Dashboards

A Benefits Evaluation Method
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Dynamic Risk Navigation delivers:

Scenarios and stress tests of all the material
risks and opportunities of the business, and
to its strategic plans

Models and measures of current risk
exposures and sensitivities, and those that
are planned

What-if analysis of the feasible mitigating
actions and braking distances, at business
and group levels

Early warning indicators of increasing
likelihood of loss or severity of risk, with
estimates of reaction time or of emerging
opportunities

Thresholds and triggers that initiate
management actions, or a change of risk
policy, within time and distance

Estimates of impacts avoided and benefits
realised

Ell ERNST & YOUNG
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Leading indicators and mitigating actions

Given the risk map, we can then:
Estimate conditional probabilities for the events, based on expert judgement;
Identify leading indicators — economic, business, market-based;
Set thresholds and triggers for initiating management action;
Provide regular updates of scenario likelihood;

Support timely and cost-efficient mitigating actions. +50bp
Lower LTV criteria to
Credit 85%
Credit spreads 5 00s Raise lending rates by
tightens e 150bp
House
Now prices
fall
Housin Mild scenario
deman
falls
Mortgage
applications

ComeiE Retail
sales

s
rise
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Annual stress testing plan

Annual budgeting process

Business volumes and growth rates
Assets and liabilities, revenues and costs

Plans are fluid until reviewed and
approved

Impractical to embed stress testing

Pillar 2 stress test

Stress all the material risks, capital or liquidity basis
Use the approved base plan, add grades, risk-weights, etc

Re-use intermediate Pillar 1 and Integrated stress test results
Business and portfolio dynamics are natural mitigants

Just as important to stress earnings as assets and liabilities
Business value is in the mitigating actions

Identify

Establish the appetite or tolerance for these risks
Assess the monitoring and control mechanisms

Material risk assessment

material sources of risk

Assure the risk discovery process

<€ O

i )
y 0

_’<> Continuous

programme of
stress testing

vy

vVvyyvyy

Pillar 1 stress tests

Need not be conducted all at once — spread the load |/

Determine risk profiles, migration matrices and

expected default rates

Portfolio dynamics for performing and defaulted
Annualise with the trajectory of the stress scenario
Only update if the profile or scenario changes
Easy to re-compute with current exposures
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v

Capital planning and ICAAP

Required Regulatory (Economic) Capital versus
Eligible (Equity) Capital

Problem with allocation and attribution of capital
Difficult to constrain capital whilst budgeting
Instead compare ICGR with growth rate
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Increasing benefit with deployment

The stress testing methodology can be enhanced in defined stages, beginning with the essentials, and building new
features into an increasingly sophisticated framework. This is integrated progressively into further areas of the
organisation, with benefits realised along the way.

N

N
7
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Enterprise-wide framework

i iquidity &
Business & : . .
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Impact on the operating model

Adopting Dynamic Risk Navigation will impact many aspects of the business operating model.
Coordination will be required to fully embed into business lines and group functions.
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e - - - - - - -

Information
architecture
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Process models
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Conceptual IT architecture
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Making scenario analysis really effective

Dynamic Risk Navigation makes scenario analysis action-orientated.

The main business reasons to implement scenario Scenario analysis ought to involve:

analysis include: Identifying possible events that could have severe
To estimate the impact of diverse scenarios on effects on an institution's businesses;
assets and earnings; Evaluating all of the material consequences of
To evaluate the adequacy of risk capital and liquid these events, across all risk classes;
assets under stress; Realistically assessing the institution's need to
To analyse risk concentrations in the portfolio; prepare or insure for such events. Identifying and
To determine capital requirements in support of evaluating mitigating actions; and
business strategy; and Developing business contingency and strategic
To plan effective mitigating actions if stressful plans that are resilient and agile

events were to occur.

S%enario antalylsis is not aregulatory constraint, but | Unique characteristics of Dynamic Risk Navigation
a business tool:

To enable proactive risk management through
planned growth and risk appetites;

To strengthen the business case for new products Integrated: all material risks, contagions and cross risk
and offerings; effects

To actively manage the business portfolio; and _ . _ _
To identify value enhancing opportunities. Proactive: identifying and responding to changing

circumstances with early warning indicators

Coherent: top to bottom and side to side through the firm

Engaging: graduated scenarios that are relevant to every
Business Unit, the Group and the Board
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Key business benefits: resilience & agility

Dynamic Risk Navigation comprises:

» Scenarios and stress tests of all material risks

» Measures of current and planned risk
exposures and sensitivities

» What-if analysis of feasible mitigating actions
and braking distances

» Early warning indicators of increasing
likelihood of loss or severity of risk

» Thresholds and triggers that initiate
management actions
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Used coherently we can steer the business safely
and efficiently:

>

Our business plans measure and manage the
depth of the downside, as well as the height of
the upside

Contingency plans are designed to mitigate all
material risks optimally, i.e. in the most timely
and efficient manner

Strategic plans have a proper evaluation of the
opportunity, the timing, the inherent risks, and
the braking distance

We require and empower the businesses to
manage mild and moderate stresses within
their capacity

We enable Group Management to pro-actively
contain material risks and mitigate severe
stresses effectively

By deploying Dynamic Risk Navigation
throughout the business, we help make the
whole Group more resilient and agile

Integrated Stress Testing
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Thank you

lan N. Larkin Direct: +44 20 7951 2493
Senior Manager Fax: +44 20 7951 0202
Ernst & Young LLP Mobile: +44 777 581 8811
1 More London Place Email: ilarkin@uk.ey.com
London SE1 2AF Web: www.ey.com/uk
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